NHOOPMAIIMOHHASA TAMSATKA
JJIs1 OBYUYAIOIIUXCA

C KaXIbIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, A MIKOJIBHUKH OJHU U3
CaMbIX aKTMBHBIX IOJb30Barenel PyHera. Mexay TeM, IIOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U MpoOIeMbl. JTa MaMsATKa JI0JKHA MOMOYb TeOe 0e30macHo
HaXOJUTHCS B CETH.

KomnbrorepHbie BUpPYyChI

KomnproTrepHslil BUPYC - 3TO pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOIPAMM, OTIIMYATEILHON
O0COOEHHOCTBIO KOTOPOH SIBJIIETCSI CIIOCOOHOCTh K PAa3sMHOXKEHHIO. B nomnonHeHune k 3ToMmy,
BUPYCHI MOT'YT OBPEIUTH UJIU MOJTHOCTHIO YHUUYTOXKUTH BCe (ailyibl U JaHHbIE, TOAKOHTPOJIbLHBIE
10JIb30BATENI0, OT UMEHHU KOTOPOTO ObLIA 3aIlylIeHa 3apa)KeHHAs IPOrpaMMa, a TaKKe OBPEIUTh
WM JJa)K€ YHUYTOKUTh OTEPAIMOHHYIO CUCTEMY €O BceMHM (paiimamu B 1eiaoM. B OonblinHCTBE
CJIy4aeB pacIpOCTPAHAIOTCA BUPYCHI YEPE3 UHTEPHET.

MGTO)II)I 3alIMTBI OT BPECAOHOCHBIX IMPOTpaMM:

1. Mcnosb3yili COBpEMEHHBIE OIEPAMOHHBIE CUCTEMBI, MMEIOIIHE CEPhE3HBIH YPOBEHB
3alIUTHI OT BPEJIOHOCHBIX TPOTPAMM;

2. IlocrosiHHO ycTaHaBiuMBail mautu (UKM(POBBIE 3aMJaTKH, KOTOpPbIE ABTOMATUYECKU
YCTaHaBJIMBAIOTCS C LIEJIBIO T0OPAOOTKHU MPOrpaMMBbl) U Ipyrue 0OHOBJIEHUS CBOEH ONepallMOHHOM
cucteMbl. CkaunBail UX TOJIbKO ¢ odurmanpHOro caita paspadorunka OC. Ecnu cymecTByer
PEKUM aBTOMATHYECKOTO OOHOBJIEHHUS, BKJIIOUH €T0;

3. PabGoTaii Ha CBOEM KOMIIBIOTEpE IO/ MPpaBaMHM MOJIL30BaTENs, @ HE AIMUHUCTpATOpa. ITO
HE MMO3BOJIUT OOJILIIMHCTBY BPEAOHOCHBIX POTPaMM HHCTAILTUPOBATHCS Ha TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Mcnonb3yil aHTUBHPYCHBIC IPOrPaMMHBIC MPOJYKThI HM3BECTHBIX MPOU3BOIAMTENCH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NYECKUN JOCTYI K KOMIIBIOTEPY JUIsI 10 CTOPOHHUX JIMII;

6. Vcnonb3yil BHEIIHWE HOCUTENU WH(MOpMaluu, Takue Kak duienika, Tuck uiu (ain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He OTKpLIBaﬁ KOMIIBIOTCPHBIC (1)a171m>1, IMOJIYYCHHBIC U3 HCHAJIC’KHBIX NCTOYHUKOB. I[a;xe
TC (baﬁﬂbl, KOTOPLBIC ITPUCIIAlI TBOU 3HAKOMBIH. qume YTOYHHU Yy HEr'O, OTIIPABJIAI JIX OH TeOe ux.

Cerun WI-FI

Wi-Fi - 310 He BHJ nepenaun JaHHBIX, HE TEXHOJIOTHs, a BCETro JHIIb OpeH 1, Mapka. Eie B
1991 rony Hupaepnanjackas kommnaHus 3apeructpupoBana Openn "WECA", uto o6o3Havano
cioBocouetanue "Wireless Fidelity", koTopblit mepeBoauTcs Kak "GecripoBoiHAs TOYHOCTH'.

Jlo Hamiero BpeMeHH Jolia apyras aOOpeBWaTypa, KOTOpas SBISETCS TaKOH ke
TexHosorue. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHUe OBLIO TaHO C HAMEKOM Ha CTaHIApT
BBICIICH 3ByKOBO# TexHuku Hi-Fi, uTo B mepeBoie 03HavaeT "BhICOKAst TOUHOCTH'.

Ja, OecrulaTHBI MHTEPHET-IOCTYH B Kade, OTeNnsX M a’dponoprax SBISETCS OTIMYHON
BO3MOYKHOCTBIO BBIX0O/Ia B HHTepHET. HO MHOTHE SKCIIepThI CYMTAIOT, UTO 00menocTymnusie Wi-Fi



CeTHU He SBISIOTCS 0€30MacHBIMU.
CoBetbl 110 0€30MaCHOCTH pabOThI B 00mIeN0CTynHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro nuuHyro nHpopMaIuio gepe3 odmienoctynasie Wi-Fi cetu. Paboras
B HHUX, KCJIATCJIbHO HC BBOJAUTH MAapOJIM JOCTYIIA, JIOTUHBI U KaKHC-TO HOMCPA,

2. Wcnonw3yih 1 OOHOBISI aHTUBUPYCHBIE NMpOrpaMMbl U OpaHamayep. Tem caMbIM ThI
oOe3omacuIb ce0st OT 3aKa4KK BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢ysknuro "OOmmit moctyn kK daitnmam u
npuHtepam". JlanHas (QyHKIuUS 3aKpbITa 1O YMOJIYAHHUIO, OJHAKO HEKOTOPBIE IOJIb30BATENN
aKTUBUPYIOT €€ JyIsl y100CTBa HCIOJIb30BaHus B paboTe min yuede;

4. He ucnionb3yit nyonuunbsiii WI-FI 115 nepenaun TMUHBIX TaHHBIX, HAIPUMEP JUIs BBIX0/1a
B COLIMAJIBHBIE CETH WX B AJIEKTPOHHYIO I1OYTY;

5. Ucnonb3yii ToJibKoO 3amuiienHoe coeauaenue yepe3 HTTPS, a ne HTTP, T.e. mpu nabope
BeO-aapeca BBOAM uMeHHO "https://";

6. B mo6bunbHOM Tenedone otkiaroun ¢pynkuuio "llonkmouenne k Wi-Fi aBTomartnyecku'.
He nomyckail aBToMaTu4eckoro noAk/IoueHust ycrpoicrsa k cetsim Wi-Fi 6e3 TBoero cornacusi.

ConuajbHbIe ceTH

CornuaibHbIE CETH aKTHBHO BXOJSAT B HAIly JKW3Hb, MHOTHE JIFOJM PabOTAIOT U KUBYT TaM
nmocTosiHHO, a B Facebook yxe 3aperucTpupoBaH MUJUIMAP] YEJOBEK, YTO SBJSCTCS OJHOMN
CeIbMOM BCEX KHUTENCH IUIaHeThl. MHOTHE TOJIb30BaTeIM HE MMOHUMAIOT, 4TO WH(pOpMAIus,
pa3MenieHHas UMU B COITHANIBHBIX CETSAX, MOKET ObITh HalJICHA U HCITOJIb30BaHAa KEM YI'OJTHO, B
TOM YHCJI€ HE 0053aTeIBLHO C OJJaruMu HaMEPEHUSIMHU.

OCHOBHEIE COBETEHI 110 0E€30IIaCHOCTH B COoHaJIbHBIX CETAX:

1. Orpanudb ciucok Apy3eil. Y Te0s B ApY3bsaX HE JOJKHO OBITh CITyJailHBIX M HE3HAKOMBIX
JIFOJIEH

2. 33H.[HH.IEII>1 CBOIO YaCTHYIO ’KHU3Hb. He YKaSLIBaﬁ mapoJiu, TeJ'Ie(l)OHBI, aZipeca, 1aty TBOCro
POXACHUA U APYTr'YHO JIMYHYIO I/IH(bOpMaI_[I/IIO. 3J'IOYMBIH_IJ'IGHHI/IKI/I MOT'YT HCIIOJIb30BATH HAXKE
I/IH(bOpMaI_II/IIO 0 TOM, KaK Tbl U TBOHU POAUTCIIN IIJIAHUPYCTEC ITPOBECTU KAaHUKYJIbI;

3. 33H.[HH.IEII>1 CBOIO pCIIyTAIUIO - ACPIKHU €€ B UUCTOTC U 3ajJaBau cebe BOIIPOC: XOTCI OBI THI,
YyTOOBI APYrue IMnoJib30BaTeJIn BUACIIN, YTO Tbl 3arpy>1<aemb? HOﬂYMaﬁ, IpexKac 4€M 4YTO-TO
Ol'[y6J'II/IKOBaTB, HaIuUcCaTb U 3arpy3uTh,

4. Ecu ThI roBopulib C JIFOAbMHU, KOTOPBIX HE 3HACIIb, HE HCHOJ’IB?»Yﬁ CBOC pCAJIbHOC UM U
APYTYIO JINYHYIO I/IH(i)OpMaLII/II/II HUMs, MECTO KHUTCJIILCTBA, MCCTO y‘Ie6BI " 1Ipouce;

5. U30eraii pasmemnienus gororpaduii B IHTEpHETE, TJI€ THI H300pa’keH HA MECTHOCTH, MO
KOTOPOU MOYHO OIPEAEINUTE TBOE MECTOIIOJIOKECHHUE;

6. HpI/I perucTpanvu B COIIMAIbHOM CeTHu HGOGXOJII/IMO HCIIOJIB30BATh CJIOXKHBIC TIApOJIH,
COCTOAIIUEC U3 6y'KB u I_II/I(I)p " C KOJIMYCCTBOM 3HAKOB HE MCHEC 8;

7. I[J'ISI COLIMAJIbHOM CCTH, IOYTHI U APYIrUX CalToB HCO6XOI[I/IMO HCIIOJIb30BAaTh PA3HBIC



naposd. Toraa ecnu Te0s B3710MAIOT, TO 3JIOYMBIIIJICHHUKH MOJYYaT JTOCTYII TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IEHbTH

DJNEeKTPOHHBIE JICHBIH - 3TO OYEHb YIOOHBIH CHmOCOO IUIaTeXeW, OJHAKO CYIIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT NOJIYYHUTH 3TU ACHBI'U.

SJIGKTpOHHI)Ie JCHbI'M MOABUIINCH COBCEM HCIABHO W HMMCHHO H3-3a 3TOT'O BO MHOI'UX
rocyaapCrBax 40 CHUX IIOP HE NPOIMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke OHM (YHKLIMOHUPYIOT U O HUX YK€ IPONHUCAHO B 3aKOHE, IJI€ UX Pa3/IeisoT
Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HUIa B TOM, 4TO aHOHHMHBIE - 3TO T€, B
KOTOpBIX pa3pemiaercs MNpOBOAUTH omepanuu 0e3 HWAeHTU(UKAUKU TONb30BaTeNsd, a B
HEAaHOHMMHBIX WACHTHU(UKALINS 0Ib30BATENs ABISIETCS 00s13aTENbHOM.

Taxxe crnenyer pas3ninyaTh SJIEKTPOHHBbIE (HUATHBIE IEHBIU (PaBHBI TOCYIApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HATHBIE AEHBI'M (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOM paboTe C INEKTPOHHBIMU JEHbIAMU:

1. IpuBspku K cueTy MOOWIBbHBIN TenedoH. DTo caMblil yaoOHBIM M OBICTPBIA crOcO0
BOCCTaHOBUTH JOCTYH K cueTy. llpuBsizaHHbIA TenedoH IMOMOXKET, eciu 3alylelb CBOM
IJIATEeKHBIN MapoJib WK 3aieNIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Wcnonb3yit ogHOpa3zoBbie mapoiu. [locie nmepexona Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
yKe He OYJIeT YyrposKaTh OMACHOCTh KPaXKU WJIM NIepexBarta IIaTeKHOTO MapoJis;

3. Beibepu crioxHbIN maposk. [Ipectymarukam OyeT He TPOCTO yraiaTh CIOKHBIN MMapoJib.
Hagnexxuble maponu - 3To mapoiu, KOTOpble cofepkaT He MeHee § 3HAKOB U BKIIIOYAIOT B ceOs
CTPOYHbIE U MPOTHICHBIE OYKBBI, IUPHI K HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAaK Jojuiapa, GyHTa,
BOCKJIMIATENIbHBIN 3HaK | T.1. Hanmpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICILIb.
DJIeKTPOHHAS MOYTA

DNEeKTpPOHHAs MOYTa - 3TO TEXHOJIOTHUS M MPENOCTaBIsieMbIe €0 YCIYTU IO MEepPEeChUIKe U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpPbIE pacHpeleisioTCd B KOMIIBIOTEPHOM CETH.
OOBIYHO ANIEKTPOHHBIN IMOYTOBBIN SIIITUAK BBITJISIIUT CJIEYIOIIUM o0Opazom:
UMs_TIONB30BaTeNsI(@UMs_TOMEeHa. Takke KpoMme Tepelayd MpPOCTOr0 TEKCTa, HMEeeTcs
BO3MOJKHOCTB TIepe/iaBaTh (aiibl.

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ IEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh mpaBWIIBHBIA MOYTOBBINA cepBHC. B MHTEpHETEe ecThb OrpOMHBIN BHIOOP
OecrulaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTh TEM, KOTO 3HAEllb U KTO MEPBBIN B
pEUTHUHrE;

2. He ykaspiBail B JM4HOM mouTe Nu4yHyro umHpopMmaimio. Hanpumep, nyurie BeIOpaTh
"My3bIKabHbIN _(haHaT@" umu "pok2013" BMecTo "Temal3";

3. Mcnonb3yi AByXATaHYO aBTOPU3ALUIO. DTO KOT'1a IOMUMO N1apoJisi Hy’KHO BBOAUTH KO/,
npucbLIaeMblil o SMS;



4. BwiOepu CcHOXHBIA Mapoib. IS KakIOro MOYTOBOTO SIMHUKA JIOJKEH OBITh CBOWM
HAJIC)KHBIM, YCTOWUMBBINA K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOJKHOCTH HAIMCATh CaMOMY CBOWM JIMYHBIM BOIPOC, UCIOJIB3YH OTYy
BO3MOKHOCTb;

6. Hcronb3yil HECKOJIBKO IOYTOBBIX SINMMKOB. IlepBblli Ui YacTHOM HEpPENUCKU C
ajzipecaTaMM, KOTOPbIM Thl JOBEpSAELIb. JTO 3JIEKTPOHHBIM aJpec HE HAJ0 MCIIOJb30BaTh MPU
peructpanuu Ha opymax u cairax;

7. He oTkpbIBaii (aiiyiel U IPYTrUe BIOKCHHS B TIHCHMAX, JIaXKe €CJIM OHU MPUIIUIA OT TBOUX
npysei. Jlydie yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Paiisibr;

8. ITocnie okoHYaHHS pabOTHI HAa TIOYTOBOM CEPBHCE TEPEJT 3aKPHITHEM BKJIAJIKU C CATOM HE
3a0ynp Haxath Ha "Beiiitu".

Ku6epOy/uiMHT MM BUPTYaJbHOE U31€BATEbCTBO

KubepOynnuar - mpecienoBanne COOOIMIEHUSIMH, COICPKAIIUMHI OCKOPOJICHHS, arpecCHIo,
3aIlyTMBAaHKE; XYJIUTAHCTBO; CONMATbHOE OOMKOTHPOBAHHE C TIOMOIIBIO PA3IMYHBIX WHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KNOEPOYIITUHTOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: mocoBeTOBaTHCS KaK ce€0sl BECTH U, €CJIU HET TOTO,
K KOMYy MOXXHO OOpaTuThCs, TO BHa4alle YCHOKOWUTHCSA. Ecim Tl HayHemb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJIBLKO e1ie O0IbIIE Pa30kKeITh KOHPIUKT;

2. YrpaBiisiii cBoei KuOeppenyTaimei;

3. AHOHMMHOCTH B CETH MHHMas. CyH_IeCTBYI-OT CII0COOBI BBISICHUTB, KTO CTOHMT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKHI 00pa3 BUPTyaIbHOM )KU3HU. THTEpHET GUKCUPYET BCE TBOH
NEUCTBUS U COXpaHSIeT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTEIBHO;

5. CoGumro1aii cBOIO BUPTYAJIbHYIO YECTh CMOJIOJLY;

6. Urnopupyii enuHuyHblid HeratuB. OHOPA30BbIe OCKOPOUTENBHBIE COOOIIECHUS JTyYllle
urHopupoBaTh. OOBIUHO arpeccus MPeKpalaeTcsi Ha Ha4aabHOUW CTaJaNu;

7. ban arpeccopa. B IIporpamMmax 0o0MeHa MTHOBEHHBIMU COO6H_[€HI/I${MI/I, B COMAJIBHBIX
CCTAX €CTh BO3MOXXHOCTD 6J'IOKI/IpOBKI/I OTIIPpaBKHU COO6H.[€HPII>1 C OIIpCACIICHHBIX aIpCCOB;

8. Ecmu Tl cBugerens kubOepOyuinHra. TBoM JAEHCTBHS: BBICTYNMTbH HPOTHB
IpecieaoBarens, MoKa3arb €My, 4TO €ro JEHCTBUS OLIEHHMBAIOTCA HEraTHBHO, IOJJIEP)KATh
KEpTBY, KOTOPOH HYXKHA ICUXOJIOTHYeCKast TOMOIb, COOOIIUTE B3POCIBIM O (PaKTe arpecCUBHOTO
IIOBE/ICHHUS B CETH.

MoOnabHbIii TesaedoH
CoBpemeHHbIe cMapT(OHBI U MIAHIIETHI COAEpKAT B ceOe BIIOIHE B3POCHbIN (DyHKIIMOHAT,

U TCHCpb OHU MOT'YT KOHKYpPUPOBATH CO CTAUMOHAPHBIMU KOMIIBIOTCpPAMMU. OI[HaKO, CpCACTB
3alllUThI AJIA HO,[[OGHBIX yCTpOﬁCTB IIOKa O4Y€Hb Majio. TeCTI/IpOBaHI/Ie H IIOUCK yﬂBBHMOCTCf/'I B HUX



MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To sxe camoe kacaeTcss 1 MOOMITbHBIX MPUIIOKCHHIA.
CoBpemeHHBIE MOOWIIBHBIC Opay3ephl YK€ MPaKTUYEeCKH JIOTHAJIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacmmpeHue (YHKIMOHAIa BIe4eT 3a CO000i OONBIIYIO CIIOKHOCTh W MEHBIIYIO

3allUMIICHHOCTD.

Jlanexo He BCe MPOU3BOJIUTENM BBIMYCKAIOT OOHOBIJICHMSI, 3aKPBIBAIOIINE KPUTHUUYECKHE
YSA3BUMOCTH ISl CBOUX YCTPOMWCTB.

OcHOBHBIE COBETHI JIJIsi 6€301MaCHOCTH MOOMIBLHOTO TenedoHa:

Huuero nHe siBnsiercss mo-HacrositieMy OecrimaTHBIM. Byas ocToposkeH, Beap Korga Tede
MpeiaraloT OECIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHeE-TO IJIATHBIE YCIIYTH;

Hymaii, npexae ueM oTnpaButh SMS, ¢poTto miu Buaeo. Thl TOUHO 3HAEIIb, 1€ OHU OyAyT
B KOHEYHOM HUTOre?

Heo6xommumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsI MOOMIIBHBIX TeNle()OHOB;

He 3arpy>1<a171 MMPUIIOXKCHNA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHW MOI'YT COACPKATH
BPCAOHOCHOC MPOTrpaMMHOC 06ecnequI/Ie;

ITocne TOoro kak THI BBIMACIIb C caiiTa, e BBOJAWJ JMYHYIO HH(POpPMAIHIO, 3alaId B
HacTpoiiku Opay3epa u yaanu cookies;

[leproauuecku npoBepsii, Kakue IUIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;

JlaBaii cBOil HOMEpP MOOWMJIBHOTO Tele(OHA TOJIBKO JIFOASIM, KOTOPHIX ThI 3HACIIb U KOMY
JOBEPSCIIb;

Bluetooth nomxeH ObITH BBIKIIOUEH, KOT/Ia Thl MM HE TOJIb3yemibes. He 3a0biBali mHOTIAQ
MPOBEPSATH ATO.

Online urpwol

COBpeMeHHHC OHHaﬁH'HrpBI - O9TO KpaCOYHBIC, 3aXBATbIBAKOIIUC Pa3BJICUCHUA,
O6’LCI[I/IH5IIOH_II/IC COTHHU TbICAY YCJIOBCK II0 BCEMY MHPY. I/IrpOKI/I HCCICAYIOT ,I[aHHHﬁ HM MHD,
O6H_[aIOTC$[ ApPYT € APYIrOM, BBIIIOJHAIOT 3aJdHUS, CPAKAOTCA C MOHCTpAMU U ITOJIYUarOT OIIBIT. 3a
YAOBOJIbCTBUC OHU IUIATAT: MMOKYIIAOT AUCK, OIVIAYUBAIOT a0OHEMEHT HJIH an/I06peTa10T KaKuc-
TO OIIINUH.

Bce 3t CpeAcTBa UAYT Ha MMOAACPKAHNUEC U PA3BUTUC UI'PLI, 4 TAKKE HA CaMy 0e30MacHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI aBTOPU3AIMH, BBIITYCKAOTCSd HOBBIC ITaTUYU (I_II/I(1)pOBBIe 3arjIaTKu
JJIA nporpaMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBECPOB.

B HO,[[O6HLIX HUIr'pax CTOUT OIaCaThbCsA HE CTOJIBKO CBOHUX COIICPHUKOB, CKOJIBKO KPaKU TBOCTO
apoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3AL[UU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IT0 O€30IMaCHOCTH TBOETO HUI'POBOTO aKKayHTa:

1. Ecniu npyroii urpok BezieT ce0s MI0X0 MM CO3/aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UT'POKOB;



2. Ioxamy¥iicss aIMUHUCTPATOPaM UIPbl Ha IJIOXOE TMOBEJIEHUE 3TOTO UTIPOKA, KEJIATEIbHO
IIPWIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3piBaii 1TMuHyI0 HHPOpPMALUIO B Ipodaiiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail Heo(puIMaIbHbBIE TATYU U MOJIBL;

6. crosib3yil ClI0KHBIE U pa3HbIE M1apOJIN;

7. Jlaxxe BO BpeMsl WIpbl HE CTOMT OTKJIKOYAaTh aHTUBHpycC. Iloka Tel Wrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIN Kpaka JUYHbIX JaHHBbIX

OObIuHOM Kpaxel ACHET U JOKYMEHTOB CETOIHS YK€ HUKOTO HE YIUBHIIb, HO C PA3BUTHEM
WHTEPHET-TEXHOJOTUN 3JIOYMBINIJIEHHUKH TEPEMECTUIIUCh B HWHTEPHET, U TPOJOJIKAIOT
3aHUMAaThCS ""MIOOMMBIM" IEIOM.

Tak mosiBUack HOBas yrpo3a: WHTEPHET-MOIIEHHUWYECTBA WM (DUIIMHT, TJaBHas IeJb
KOTOPOTO COCTOMUT B MOJIyY€HUU KOH(QUICHIMAIbHBIX JAHHBIX MOJb30BaTENEeld - JIOTUHOB H
naponeil. Ha anrnuiickom si3pike phishing unraerca xak ¢umunr (ot fishing - peibHas noBis,
password - mapoJis).

OCHOBHBIE COBETHI IO OOPHOE C PUITMHTOM:

1. Cneu 3a CBOMM akKayHTOM. Eciiv ThI o103peBaeiiib, 4TO TBOSI aHKEeTa Obljla B3JIOMaHa,
TO HEOOXOUMO 3a0JIOKUPOBATh €€ U COOOITUTh aIMUHUCTPATOPAaM pecypca 00 ATOM Kak MOKHO
CKopee;

2. Ucnonw3yit Ge3omacHbie BEO-CaThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U IOHMCKOBBIX
CHUCTEM;

3. Wcnonp3yii ciioxHBbIE U pa3Hble mapoiu. Takum oOpa3zom, eciud TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH TOJIY4aT JOCTYI TOJIbKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu tebs B3JIOMaJIH, TO H606X0)II/IMO OpeaAynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
I[O6aBJ'ICHI>I y TeOS B APY3biX, O TOM, YTO TEOS B3JIOMAJIN H, BOBMOXHO, OT TBOCTO HMCHHU 6y,[[eT
PacChblIaThCs CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IHI‘OBBI€ CaﬁTLI;

5. YcranoBu HazsexHbli napois (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapoisi B Opaysepe;

7. He oTkpsIBaii (ailsibl ¥ Apyrue BIOKEHUS B MHChbMaX, AaXe €CIH OHU MPHUILIH OT TBOMX
npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (ailibl.

Hudposas penyrauus

Hudposas permyraiust - 3TO HEraTUBHAs WM MO3UTHBHAs HMH(pOpMAIMs B ceTH o Tebe.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOeW peanbHOU ku3HU. "Lludposas pemyranus” - 3T0 TBOH UMHJIK, KOTOPBINA
¢bopmupyercst u3 nHGopMaIum o Tede B UHTEPHETE.



TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHHE, 0COOEHHOCTU XapaKTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBACTCS B CETH.

MHor#e MmoApOCTKH JIETKOMBICJICHHO OTHOCSTCSA K IMyOJMKalMU JIMYHOM MH(popMarmu B
I/IHTepHeTC, HEC ITIOHHUMasi BO3MOXHBIX HOCJIQZ[CTBHIZ. Tw JaXE HEC CMOXCIIb J0raaaTtbCsa O TOM, UTO
dororpadus, pasMelIeHHas S JIeT Ha3a/l, cTala IPUYMHON OTKa3a MPUHSTH TeOs Ha padoTy.

Kommenrtapuu, pazmemenue tBoux Gororpaduii 1 qpyrue IeicTBUS MOTYT HE MCYE3HYTh
Jlayke TIOCJIe TOTO, KaK ThI UX YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty HHPOPMAIIHIO, MOTaa
J1 OHAa B IIOMCKOBBIE CHUCTEMBbl M COXPaHWJIACh JIM OHA, a IJIABHOE: YTO IOAYMAalOT O Tede
OKpY’KaIolllie JIIOJM, KOTOpble HalayT u yBUIAT 3T0. Hailtu nH(oOpManuo MHOTO JIET CIyCTS
CMOJKET JIF000H - Kak U3 JOOPbIX NOOYKIEHU, TaK U ¢ HAMEPEHUEM IPUUUHUTH Bpe. DTO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON pENyTaLUU:

1. loxymaii, mpexxae 4yeM 4YTO-TO MyOJMKOBAaTh W IepefaBaTh y cebs B Ojore wiu B
COILIMAJILHOM CETH;

2. B Hacrtpoiikax npoduisi ycTaHOBU OTpaHHMYEHHUs Ha MPOCMOTP TBOEro MpouIIst U ero
COAEPKMUMOTO, CIIeTal €ro TOJbKO "Iyst apy3en';

3. He pa3memaii u He yka3biBail HH()OPMAIHIO, KOTOPAsi MOXKET KOTO-TH00 OCKOPOJIATH UITH
00MXaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJBHUKH - aKTHBHBIE TI0JIh30BaTeNN IU(POBOTO MpocTpaHcTBa. OHAKO
JaJIeKO0 HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTHMH BO3MOXHOCTSIMH IU(POBOTO MHpa TpedyeT
coOJTI0/IeHUS MPaB Ha UHTEJUICKTYaJIbHYIO COOCTBEHHOCTD.

Tepmun "WHTEIUIEKTyanbHasi COOCTBEHHOCThH" OTHOCHUTCA K Pa3jUYHBIM TBOPCHUSIM
YeJI0BEYECKOro yMa, HauKWHas ¢ HOBBIX M300pETeHUN U 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTD
Ha TMPOAYKTHl M YCIyrdM, W 3aKaHuyuBasg KHUTamH, ¢ororpadusiMu, KUHODUIBMAMHU U
MY3bIKQJIIbHBIMU IPOU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh HA MPOU3BEICHUS
HayKH, JIUTEPATyphl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B KAYECTBE TaAPAHTUU TOTO, YTO
MHTEJUIEKTYaIbHBIH/TBOPUECKUI TPy aBTOpa HE OyAeT HAmpacHbBIM, ACT €My CIpaBeIJIMBHIE
BO3MOXHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOEro TPyAa, MOJYyYUTh U3BECTHOCTb U MpPU3HAHHUE.
Hukro 6e3 pa3pereHus aBTopa He MOKET BOCIPOU3BOIUTD €r0 MIPOU3BEICHUE, PACTIPOCTPAHSITh,
nyOIMYHO JAEMOHCTPUPOBATH, MpPOJaBaTh, WMIIOPTUPOBATH, IMYCKaTh B MPOKAT, MyOIMYHO
UCIOJIHATH, TOKA3bIBATh/UCIIONHATH B 3(Upe Ui pazMmeniaTtsh B IHTepHETE.

Hcnonb3oBanue "muparckoro” mporpaMMHOTO OOECTIeUeHUs] MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEpPH AaHHBIX K TBOMM aKKayHTaM 10 OJOKHpPOBKHM TBOETO YCTPOWCTBa, Tle
yCTaHOBJICHA HelleraibHas rnporpamMa. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JerajibHbIe
1 OecrIaTHbIe TPOTPaMMBI, KOTOPBIE MOKHO HAMTH B CETH.

O noprane

CereBu4oK.p( - TBOI TIIaBHBIN COBETUMK B CETU. 37IE€Ch ThI MOXKEIIIb Y3HATH O 0€30MaCHOCTH
B CETH TOHSTHBIM W JOCTYIMHBIM SI3BIKOM, a TMPH BO3HUKHOBEHHWU KPUTUYECKOW CHUTyaI[uu
o0paTHThCS 32 COBETOM. A TakKe MPUHATh y4acTHe B KOHKYpCaxX M CTaTh CaMbIM ITU(POBHIM
rpakJIaHUHOM !
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